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Checklist for OFFICE GDPR Solution 
 
 
To help you fill out your OFFICE GDPR solution quickly and easily you will need to have 
to hand the following information: 
 
 
 

Section What Do I Need? 

Company Locations All Company Locations (inc Home workers if relevant) 

Company Information Name/Address(es)/ICO Registration Number 

Personnel Information Name(s)/Contact Details of all staff that have access to 
personal information – both Physical and Digital Access 

Asset Register A list of equipment that stores/transmits data 

Routers Name/Make/Model/Serial Number 

VPN Type of VPN 

Storage Name/Make/Model/Connection Type/Operating 
System/Encryption Details 

Databases & Files Filepath/Database Type/Version Number 

Private keys Type/Filepath 

Certificates All Details 

Data Transfers 
(Inbound/Internal/Outbound) 

Name of Data Transfer/Your purpose for using the 
data/The Personal Data used/Contracts authorising you 
to process the data/Filepaths (if known) 
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GDPR Systems OFFICE GDPR User Guide Introduction  
 
The following user guide explains the processes for your business to navigate and 
complete all sections of the GDPR Systems OFFICE GDPR solution.  
 
You can access the GDPR Systems OFFICE GDPR solution here - 
portal.officegdpr.co.uk     
 
Login using the Username and Password provided. 
 
Use the contents page above to access any section within this document. Alternatively, 
you can go to any section of the guide using the headings listed down the left hand side 
of this document. 
In addition, hyperlinks have been included throughout this User Guide to help you move 
to related sections within the document.  
 
For further information, please contact the helpdesk either by phone on 01865 600 410 
or by emailing info@gdprsystems.co.uk 
 
 

 
 

  

file:///C:/Users/Claire/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/718FX7LD/portal.cctvgdpr.co.uk/morelli/
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Purpose of the System 
 
The OFFICE GDPR system has been designed to make it easy for you to be able to 
record, monitor and report on all of your Office personal data security measures. 
 
Should the worst happen and you be investigated by the ICO, we want you to be sure in 
the knowledge that you couldn’t have done any more to make your Office personal data 
safe. 
 
The system consists of three main sections; 
 

1. Company/Personnel Information: You will need to provide information about the 
people within your business.  
Who is responsible for data processes and security within the business?  
 

2. Breachable Assets: You will need to list full details for all data related 
devices/items. Please note that this includes all forms of data e.g. paper based 
files and not just electronic devices.  
Who can access them?  
What happens to this information? 
 

3. GDPR Policies: Completing the first two sections will populate the GDPR policies 
for your business, which can be stored and amended for future use, should you 
ever have GDPR related issue.  
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Login 
 

Go to the URL portal.officegdpr.co.uk and enter your Username and Password 
into the respective fields and press the “Login” to log into the system.  
 
Your Username is the email address used to set up your account.  
 
Your Password will have been emailed to you as part of the initial welcome pack. 
 
If you forget your password click “Forgot Username or Password” - located below 
the Login button - where you can request a new password to be sent to your 
registered email address. This is an automated service. You should receive your 
new password within one hour. 
 
 
 
 

 
 
 
Once logged in, you will be directed to the “Home Page”.  
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Home Page 
 
Once you have logged into the system you will be directed to the Home page, 
which provides some basic information for completing the required information, 
links to sections within the system, links to documents and policies and an 
“Activity Log” to show who has access the system, when and what has been 
done; 
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Navigation 
 

  

 
 
 
 
 

  

The GDPR Systems OFFICE GDPR system has been 
designed to be intuitive and user friendly, walking the user 
through the process of completing the required information 
in a logical and methodical fashion.  
 
Once you have logged in you will see a navigation panel 
down the left hand side of the screen.  
 
Click on any of the headings listed to go to the relevant 
section of the system. It is advised that you complete the 
sections in the order that they are listed in i.e. start at the top 
and work your way down.  
 
While in the Portal you can use the back/forward arrows       

( ) in the top left corner of your browser to move between 
previously viewed screens.  
 
The system is comprised of three main areas; 

1. Company Information: 
a. Locations data is used 
b. Data Users 

2. Breachable Assets: 
a. Firewalls / Routers 
b. Network Connections / Segments 
c. VPNs 
d. Storage Asset Information 
e. Database and File Storage 
f. Private Keys 
g. SSL Certificates 
h. Inbound / Outbound Data Transfers 

3. GDPR Policies 
 

These main sections can also be accessed via the three coloured boxes in the top 
right of each page, as shown below:  
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Company Locations 
 
In this section you will need to list basic information regarding the physical addresses 
where business data can be accessed. This will include your main site address but may 
also include the home addresses of staff if they are able to access work personal data 
remotely e.g. via a laptop or smart phone.   
 
The first section provides a search facility to look up previously listed addresses. This 
can be useful if you have listed a large number of addresses related to the business.  
 
The second section lists all the addresses logged so far. At the bottom of this section 

you can add ( ) addresses to your list. You can quickly create a list of locations with 
basic information from here by selecting a company (usually there will only be one option 
available), giving the location a name e.g. Head Office, a street address, postcode and 

country. Once complete, press the “add” button ( ) to add to the list. This basic 
information will then allow you to move onto the next section of the system, with the 
ability to add e.g. Users or Devices to this location. However, you will also need to 
complete further details about the location. 
 
 

 
 

To enter further details for a listed location, press the Details button ( ) to open the 
following screen: 
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When entering the company address, simply input the postcode into the relevant field, 

press the “Lookup” icon ( ) and select the appropriate address. This will then 
populate the remaining address details. Alternatively, you can enter the information into 
each individual field.  
 
Once you have completed all of the required information, please remember to click the 

“Save” icon ( ) at the bottom right of the page to save the data. Moving away from 
the screen without saving will remove any changes you have made.  

If you wish to remove all data you can click the “Clear” icon ( ) in the bottom right of 
the page.  
 
You will need to complete the full details for each of the locations listed.   
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Company Information 
 
In this section you will need to complete details relating to your main site (head office). 
Please complete the information for all fields with a white background – those with a grey 
background are pre-populated. 
 
For Head Office and Billing Address, you can select from the drop-down menu the 
locations you have listed in the previous section (Company Locations). 
 
In this section you are also asked to include your ICO registration number. For 
businesses that are not registered with the ICO, a link has been provided for you to 
register, should you wish to do so.  
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Data Users 
 
In this section you will need to list all personnel who have access to data and data 
devices (administrative and physical access).  
 
You are able to set up three types of user within the system; 
 

• Manager (Company Admin) – these people have full access to the system, can 
edit data and create new users/devices 

• User with Login – these people can access the system to update records 
relating to the asset register and data transfers 

• User without assigned Login – these people engage with data or devices but 
are not required to access or enter information into this system 

 
At the top of this section is a search facility (Filter). This will come in handy once you 
have created a full list of personnel.  
 

 
 
 
Below the search facility is a list of the data users you will have added. At the bottom of 
the screen you are able to add further data users. 
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To create a basic list of Data Users, select the company and chose a System Assess 
Level (from the three options listed above). Then enter their first and last names, their 
email address (this will be used to send them their password if you have selected an 
appropriate access level) and a unique user name (the user can use their email address 
or this username when logging into the system).  

Once these details have been included, press “Add” ( ) to create the Data User. 
 

Once a Data User has been added, you can click on their “Details” button ( ) to add 
further information about the user.  
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Please complete the information for all fields with a white background – those with a grey 
background are pre-populated. 
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Data Protection Officer (DPO) 
 
The Data Protection Officer is a formally recognised role which companies must employ 
providing they meet the required criteria. Even if a company doesn’t meet the criteria it 
can choose to appoint a DPO. 

The GDPR is explicit about the tasks that DPOs are required to perform. They include 
the following (Article 39): 

• Inform and advise the organisation and its employees of their data protection 
obligations under the GDPR. 

• Monitor the organisation’s progress and readiness for the GDPR and internal 
data protection policies and procedures. This will include monitoring the 
assignment of responsibilities, awareness training, and training of staff involved 
in processing operations and related audits. 

• Advise on the necessity of data protection impact assessments (DPIAs), the 
manner of their implementation and outcomes. 

• Serve as the contact point to the data protection authorities for all data protection 
issues, including data breach reporting. 

• Serve as the contact point for individuals (data subjects) on privacy matters, 
including subject access requests. 

In this section you can select a DPO from your list of Data Users, or select from an 
appropriate answer from the list provided to state why you do not require a DPO. .  
 

 
 
Please read through the criteria to decide if your business requires a DPO.  

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation
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Once you have amended the details, please click the “Save” icon ( ) to save the 
information.  
 
Please note that you will need to continue to add/remove any new/former DPOs as and 
when there is a change to ensure continued GPDR readiness.  
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Data Protection Lead(s) 
 
The Data Protection lead is a person within your company or department that you have 
designated responsibility for managing your company’s GDPR obligations. 
He or she should be the company or department ‘go-to’ person in all matters of data 
protection. 
This role will usually be filled by an existing employee however there is nothing to stop 
your company employing an external consultant to carry out the responsibilities 
associated with the role. 
Please note that this role is separate and distinct from the position of Data Protection 
Officer. 
Your company can still choose one or more Data Protection Leads that can report into 
your DPO should you have one. 
 
Within this section you will need to select Data Protection Lead(s) from the drop down 
menu of Data Users. To determine who a Data Protection Lead is within your business, 
please refer to the “key responsibilities” information within the page.  
 
 

 
 
Once you have selected a Data Protection Lead, add a description of their data 

responsibilities and press “Add” ( ) to add to the list. You can select multiple Data 
Protection Leads.  
 
Please note that you will need to continue to add/remove any new/former Data 
Protection Leads as and when there is a staff/responsibility change to ensure continued 
GPDR readiness.  
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Authorised Data User 

 

An Authorised Data User is somebody that will have access to personal data within your 
company but doesn’t necessarily have any responsibility for the data as the Data 
Protection Lead and DPO do. 
An Authorised Data User will most likely be an employee and will carry out certain 
specific tasks specified by the Data Protection Lead. 
Your company can appoint more than one Authorised Data User and each can have 
different assigned levels of access to this system 

Within this section you will need to select Authorised Data User(s) from the drop down 
menu of Data Users. To determine who an Authorised Data User is within your business, 
please refer to the “key responsibilities” information within the page.  
 
 

 
 

Once you have selected an Authorised Data User, add a description of their data 

responsibilities and press “Add” ( ) to add to the list. You can select multiple 
Authorised Data Users.  
 
Please note that you will need to continue to add/remove any new/former Authorised 
Data Users as and when there is a change to ensure continued GPDR readiness.  
  



      

GDPR Systems OFFICE GDPR User Guide - November 2018  Page 19 of 44 
 

Breachable Asset Register 
 
A breachable asset is a part of your data creation, transmission and storage ecosystem 
that could be at risk from either physical or digital attack. These assets fall into seven 
categories:  
 

1. Firewalls / Routers 
2. Network Connections / Segments 
3. VPNs 
4. Storage Asset Information (Hardware) 
5. Database and File Storage 
6. Private Keys 
7. SSL Certificates 

 
 
Further explanation on the importance of this section can be found on this page. 
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Firewalls / Routers 
 
This page allows you to enter details of your firewalls and routers 
 
These are the devices that provide a boundary fence between your network and the 
internet. 
 
There are four options available to choose from: 
 
 

1. Combined modem/router/firewall 
2. Dedicated firewall 
3. Dedicated router 
4. Dedicated VPN gateway 

 
At the top of this section is a search facility (Filter). This will come in handy once you 
have created a full list of personnel.  
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Below the search facility is a list of the devices you will have added. At the bottom of the 
screen you are able to add (further) devices. 
 
To add an entry, give the devise a unique name, select the type of device and its location 

from the drop-down menus provided and click “Add” ( ).  
 
 

Once added, you can click on the “Details” ( ) button to add further information 
about the device, including serial numbers and the purpose of the device.  
 
From here you will be able to answer questions about whether  the device has traffic 
scanning ability (anti-virus or Data Loss Prevention (DLP). When answered it show you 

the  red cross ( ) or a green tick ( ) to demonstrate how secure the device is. 
 
 

 
 

Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen.  
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Network Connections / Segments 
 
This page allows you to define and document networks and network segments. 
Examples of this are detailed on the page.  
 
You will need to list all network connections, including staff’s home connections, if they 
access work information from their personal Wi-Fi / broadband.  

 
At the top of this section is a search facility (Filter). This will come in handy once you 
have created a full list of devices. 
 

 
 

Below the search facility is a list of the connections you will have added. At the bottom of 
the screen you are able to add (further) connections. 
 
To add an entry, give the connection a unique name, select the segment type, which 

device it uses and its location from the drop-down menus provided and click “Add” ( ). 
From here you can also see if the access to the network is encrypted.  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the network connection(s) and to turn the dashboard from a red cross to a green 
tick you will need to input details of how the device(s) are safe. 
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen.  
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VPNs 
 
A Virtual Private Network (VPN) will normally either be connections to a partner 
organisation or a means for company users to access data remotely via the internet. 
 
Individual connections to outside organisations should be itemised but user remote 
access (staff remotely logging in) can be collectively described.   
 
There are three main types of VPN: 
 

1. Cisco client VPN 
2. Peer to Peer VPN 
3. SSL client VPN  

 
You will need to select one of these for each VPN listed. For further information, please 
consult with your IT provider.  

 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of VPNs. 

 

 
 
Below the search facility is a list of the VPNs you will have added. At the bottom of the 
screen you are able to add (further) VPNs. 
 
To add an entry, give the VPN a unique name, select the type, which device it uses and 

its location from the drop-down menus provided and click “Add” ( ). From here you can 
also see if the connection is encrypted.  
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Once added, you can click on the “Details” ( ) button to add further information 
about the VPN and evidence how it is encrypted. 
 

 
 

Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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Storage Asset Information (Hardware) 
 
This page enables you to enter details of the devices that store personal data for your 
company. 
Please note that this is not limited to electronical devices; you may have paper based 
personal details stored in e.g. a filing cabinet. These would also have to be listed as a 
data storage asset.  
 
Types of devices include (but are not limited to): 
 

• CD/DVD Data Storage 

• Cloud (Private) 

• Cloud (Public / External) 

• Desk Draws (Lockable) 

• Desktop Computer 

• Disk Drive 

• Laptop Computer 

• Lockable Filing Cabinet 

• Memory Sticks 

• Network Storage 

• Note Books (paper) 

• Safe 

• Server 

• Smart Phone 

• Tablet 

• Website 
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of storage devices. 
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Below the search facility is a list of the devises you will have added. At the bottom of the 
screen you are able to add (further) devises. 
 
To add an entry, give the device a unique name, then select the location and storage type 

from the drop down menus provided and click “Add” ( ). From here you can also see if 
the device is encrypted.  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the device, including serial number, IP address and who has access to the device 
as well as what type of encryption is used. 
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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Database and File Storage 
 
In this section you will list your file storage, including databases and email.  
 
Types of file storage include: 
 

• Contacts File 

• Database 

• Email 

• Mail merge source files 

• Other text files 

• Spreadsheets 

• Word documents 
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of storage devises. 
 

 
 
Below the search facility is a list of the file storage you will have added. At the bottom of 
the screen you are able to add (further) file storage. 
 
To add an entry, give the file storage a unique name, then state which storage asset it is 

hosted on, its location and type from the drop-down menus provided and click “Add” (
). From here you can also see if the personal fields are encrypted or if they are obfuscated 
(blanked out) or hashed (typed over with e.g. an “*”).  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the file storage, including which fields are deemed private. 
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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Private Keys 
 
Public Key Infrastructure (PKI) comes in two parts; the public key (shared with 
whomever you are communicating) and the private key part. It is critical that the private 
key is kept safe – not only does it encrypt your data, but it can be used to authenticate 
(i.e. impersonate) you to others. 
 
For further information regarding private keys, please consult with your IT provider.  
 
In this section you will list your file storage, including databases and email.  
 
There are three types of private key: 
 

1. Private key for sttp transfer 
2. Private key for SSL certificate 
3. Private PGP key 

 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of private keys. 
 

 
 
Below the search facility is a list of the private keys you will have added. At the bottom of 
the screen you are able to add (further) private keys. 
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To add an entry, give the private key a unique name, then state which location server is 

used and what type of key it is from the drop-down menus provided and click “Add” (
).  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the file storage, including the owner, key location file path and backup details.  
 

  
 

Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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SSL Certificates 
 
An SSL certificate is a digital public document which verifies that the appropriate, 
legitimate company owns the website that is being accessed.  
 
They make sure that the visitors are accessing the correct site they intended to visit by 
providing relevant ownership – this helps prevent any attackers from impersonating your 
company and website.  
 
For customers, an SSL certificate establishes a secure connection between their web 
browser and your website server. This protects important information like passwords by 
encrypting the data when it is sent.  
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of private keys. 
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Below the search facility is a list of the SSL certificates you will have added. At the bottom 
of the screen you are able to add (further) SSL certificates. 
 
To add an entry, give the SSL certificate a unique name, then state which storage asset 
it is hosted on, its location and type from the drop-down menus provided and click “Add” 

( ).  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the file storage, including domain name and other certificate details.  
 

 
 

Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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Data Transfers 
 
It is important that you document how data moves around your business. This may be 
data you receive, data you send or data the moves internally within the business.  
 
You must be able to detail why you have the information, the methods used for 
transferring data and the security measure that are in place.  
 
This section consists of three parts: 
 

1. Inbound Data Transfers 
2. Internal Data Transfers 
3. Outbound Data Transfers 

 
You will need to add details for each and every form of data transfer your business uses. 
This may include non-digital information e.g. paper-based files.  
 
For specific details relating to electronic data, you may need to consult with your IT 
provider / web developer.  
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Inbound Data Transfers 
 
Inbound Data Transfers are the sending of information TO your business i.e. the data 
you receive. You will need to know where / who it came from, why you have it and how it 
got there.  
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of Inbound Data Transfers. 
 

 
 
Below the search facility is a list of the Inbound Data Transfers you will have added. At the 
bottom of the screen you are able to add (further) Inbound Data Transfers. 
 
To add an entry, give the Inbound Data Transfer a unique name, then state type of 

transfer from the drop down menus provided and click “Add” ( ). From here you can 
also see that you have chosen a lawful basis for processing this data.  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the Inbound Data Transfer, including encryption details, what sort of personal 
information is included and who can access the data.  
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen. 
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Internal Data Transfers 
 
Internal Data Transfers are the flows of data within your company e.g. from your ftp 
server to your database server. By identifying these flows you demonstrate that you 
have control of your personal data when it is inside your business 
 
In this section you will need to list all types of Internal Data Transfers.  
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of internal Data Transfers. 
 

 
 
Below the search facility is a list of the Internal Data Transfers you will have added. At the 
bottom of the screen you are able to add (further) Inbound Data Transfers. 
 
To add an entry, give the Internal Data Transfer a unique name, then state type of 

transfer from the drop down menus provided and click “Add” ( ). From here you can 
also see if the transfer is encrypted.  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the Internal Data Transfer, including encryption details and where it goes. 
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen.  
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Outbound Data Transfers 
 
Outbound Data Transfers refers to the information you send to other businesses. 
 
In this section you will need to list all types Outbound Data Transfers.  
 
At the top of this section is a search facility (Filter). This will be useful once you have 
created a full list of Inbound Data Transfers. 
 

  
 
Below the search facility is a list of the Outbound Data Transfers you will have added. At 
the bottom of the screen you are able to add (further) Outbound Data Transfers. 
 
To add an entry, give the Outbound Data Transfer a unique name, then state type of 

transfer from the drop down menus provided and click “Add” ( ). From here you can 
also see if the transfer is encrypted.  
 

Once added, you can click on the “Details” ( ) button to add further information 
about the Internal Data Transfer, including encryption details, access logs and transfer 
methods. 
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Once this information is complete, remember to click “Save” ( ) to update the record. 
This will then return you to the previous screen.  
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GDPR Policies 
 
In this section you will find a complete list of all of the policies and instructions that you 
are likely to need when it comes to your company’s personal data protection. 
 
 

 
 
The information completed in the previous sections will auto-populate within the 
documents. Simply click on the name of the policy you wish to view and it will open 
within your web browser as a PDF. 
 
You can print or download a copy of the documentation by clicking on the icons in the 
top right corner of the web page, highlighted in the red circle below.  
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The GDPR Systems OFFICE GPDR solution will provide you with the following 
documents: 
 

• Data security breach management policy & procedure 

• Privacy, consent, cookie and security policy and procedure 

• Data retention & destruction policy & procedure 

• Subject access request form with procedure 
 
 
It is your responsibility to read through these documents so you can action them or refer 
to them as needed.  
 
In addition, you are also able to upload your own documentation, to ensure everything 
relating to Data Protection is stored securely within the same area.  
 

 
 
To do this click on the paper clip icon ( ) to open your document folders, navigate to the 

required policy and press the “Open” button  ( ). Then give the policy a suitable 

name within the Policy Title field and press “Add” ( ) to add to the system.  
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Personal Data Breach Procedure 
 
This section provides you with information regarding what you should do in the event of 
a data breach. 
 
The system is not able to prevent a breach taking place. However, by completing all the 
sections within the system you will have the policies and documented procedures to 
prove that you have done everything within reason to protect your personal data.  
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